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Hi I'm Chris.
I'm the team lead of the deception team at FAR.AI
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We can solve
explicit scheming. It
might not matter.
Claim: White-box methods can detect
explicit scheming extremely accurately. This
doesn’t matter if models do the wrong thing
unknowingly (motivated reasoning).

Chris Cundy FAR.AI Frontier Summit Presentation

Asked to give a slightly provocative talk. 

Going to make a bold claim: white box methods can solve explicit scheming. We have made
a lot of progress on those; going to talk today about some progress my team has made. 

Also going to step back and argue that we need to watch out for a threat I'm calling
motivated reasoning--models doing the wrong thing unknowingly, and how white-box
methods might not work so well there.
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Scheming
An agent schemes if it takes
deliberate actions to pursue its
aims, while knowing the user
would not approve 

A focus of control agendas,
evaluations such as SHADE/Bash-
Arena, etc

Chris Cundy FAR.AI Frontier Summit Presentation

For this talk, when I say scheming it really has two elements:

Model is doing something underhanded such as pursuing its goals, while understanding
that the user would not intend for it to be doing those actions.

Been a big focus of several safety agendas across the years
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Scheming
An agent schemes if it takes
deliberate actions to pursue its
aims, while knowing the user
would not approve 

A focus of control agendas,
evaluations such as SHADE/Bash-
Arena, etc

Model is well aware it is doing
something unintended

White box methods
likely to work

Chris Cundy FAR.AI Frontier Summit Presentation

Been a big focus of several safety agendas across the years

The knowing aspect of this is really important, and one which makes it increasingly
tractable by white box methods. If the model knows it's doing the wrong thing, we can
detect that.
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How White-Box
Methods can
Detect Scheming
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Going to describe some work that my team has worked on, using falsehood detectors to
detect scheming.

We wanted to know: if we try really hard to train  effective white-box falsehood detectors,
how accurate could they be?
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Detecting Falsehoods
Can we detect when models make
statements they don’t believe in?

Bitter lesson approach: large,
diverse dataset, expressive
probes

All falsehoods
verifiable from
the transcripts
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Took a bitter lesson approach.

Made a very large, diverse dataset with many different modalities such as chat, on-policy
social deduction games, tool use, multi-turn, etc.

We trained large, expressive probes over all layers and all toke positions. 
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Probes can detect model falsehoods
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This approach worked really well. As a test, we found that we could detect falsehoods
from chinese models lying about domestically sensitive topics with extremely high
accuracy.

For these evals, we appended a follow-up question asking if the model had replied
truthfully, and took the difference in falsehood score between the 'yes' and 'no response.
We'll use this approach for monitoring for scheming too. 
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Probes can detect model falsehoods

Probes can detect Chinese models’ false claims about sensitive political topics
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Accuracy of detecting lies from chinese models against model scale
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Further uses of Falsehood Detectors
We can detect (UKAISI) model
organisms’ hidden goals with
interrogation questions

Falsehoods appear to be
persona-dependent

We can deploy falsehood
detectors for untrusted
monitoring for scheming

Chris Cundy FAR.AI Frontier Summit Presentation

We were able to detect hidden goals from model organisms trained by UKAISI, but more
importantly for this talk, we can use the falsehood detectors for untrusted monitoring for
scheming. 
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Further uses of Falsehood Detectors
We can detect (UKAISI) model
organisms’ hidden goals with
interrogation questions

Falsehoods appear to be
persona-dependent

We can deploy falsehood
detectors for untrusted
monitoring for scheming
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Way we do this is pretty straightforward. We append a follow-up question saying 'did you
do anything the user did not ask you to do', or 'authorize you to do', or similar, and then
take the difference in scores between yes and no responses. 
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We can
deploy
white box
monitors
for
scheming
today
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As you can see, if we train on our full dataset, we're able to get to AUROCs better than the
expensive GPT 6.1-Sol, while obviously using a tiny fraction of the cost of those expensive
black-box monitors
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Monitors for scheming are almost
ready to go
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Monitors for scheming are almost
ready to go
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In fact, I'd say we're almost ready to actually deploy these monitors for scheming today. 

Here we have implemented our monitors into Claude Code with Kimi K3, where every
function call is being monitored by the white box probe as I described. There is very little
latency, and we're certainly not cracked inference kernel engineers.

you can see that the only time the monitor triggers is when the model decides to execute
the side task, at which point the monitor immediately blocks the function call
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Is it enough to solve
scheming?
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Scheming
An agent schemes if it takes
deliberate actions to pursue its
aims, while knowing the user
would not approve 

A focus of control agendas,
evaluations such as SHADE/Bash-
Arena, etc

Model is well aware it is doing
something unintended

Is this true for recent incidents?
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Earlier I talked about how a key element of scheming is that the model knows it's doing the
wrong thing. Is this actually true of recent incidents?
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UK AISI Cyber Evaluation Incident (Mythos)
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Mythos thought that it was in a simulation
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UK AISI Cyber Evaluation Incident (Mythos)

OpenAI-Huggingface Incident (METR Report)
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Huggingface OpenAI models didn't even reason about whether they should alert humans
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UK AISI Cyber Evaluation Incident (Mythos)

OpenAI-Huggingface Incident (METR Report)
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Researchers have repeatedly talked about how models are very good at talking
themselves into doing the wrong thing
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Models are ‘scheming’ unknowingly
with motivated reasoning

An agent schemes if it takes
deliberate actions to pursue its
aims, while knowing the user
would not approve 

Many recent incidents have
models exhibiting strangely bad
epistemics.

It’s not a coincidence

Motivated Reasoning: 

Use reasoning to reach a desired
conclusion rather than evaluating

evidence objectively.
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Models are scheming without knowing it. 

They are strangely bad at reasoning when doing that reasoning correctly would imply that
they are doing the wrong thing. 

This is not a coincidence, and it's a sign of motivated reasoning. 

For humans, 
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Positive Pressures:
Character training
Honeypots
Alignment environments

Negative Pressures:
Generalization of Reward-Seeking
Broken Envs

Chris Cundy FAR.AI Frontier Summit Presentation

We have negative pressures from reward seeking, reward hacking, etc. 

We try to combat those with positive pressures such as from character training, alignment
environments, etc. 

But it's possible to score highly on both if you have some weird behavior. 
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Positive Pressures:
Character training
Honeypots
Alignment environments

Negative Pressures:
Generalization of Reward-Seeking
Broken Envs

Models can have a consistently
aligned character while reward-

seeking if they pick up a tendency to
not notice or rationalize that they are

reward-seeking
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If model never realizes that it's reward seeking, it's not contradictory to the fact that the
model has learned that it's not reward seeking. 

Page 21 of 28



Models already exhibit motivated
reasoning (?)

Simple coding task.

Prefill with transcript showing 4 tool
calls, ask to self-report how many
tool calls

Compare cases where instruction
said to do three tool calls or not

Chris Cundy FAR.AI Frontier Summit Presentation

why would models keep getting deceptive? They use RL
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Tried a very simple experiment to see if current models already have motivated reasoning
tendencies. 

I made up a coding task with function calls, then prefilled a transcript where there had
been four function calls. 

Then, we ask the model how many function calls it did, either with or without an explicit
instruction to only do three function calls in the system prompt. 
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Invents rule that ‘rejected calls
don’t count’

Chris Cundy FAR.AI Frontier Summit Presentation

Then, we ask the model how many function calls it did, either with or without an explicit
instruction to only do three function calls in the system prompt. 

In the cases where the instruction said to do three function calls, the model starts a line of
reasoning that the fourth call doesn't count, since it was rejected. But interestingly, this
reasoning doesn't occur so much  when the incentive is absent. 
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In the cases where the instruction said to do three function calls, the model starts a line of
reasoning that the fourth call doesn't count, since it was rejected. But interestingly, this
reasoning doesn't occur so much  when the incentive is absent. 

This effect occurs for several open source models I looked at. 

Importantly, there's no explicit deception here. The model is not reasoning that it should
lie about how many tool calls it made. It just happens to come across a chain of reasoning
that justified what it did--unknowingly reward seeking. 
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Motivated Reasoning will Happen
We need more benchmarks. 

We need to shift from “Isn’t it strange
that it reasoned that...” to “This is a
failure mode that we need to
address”

We need more work on the limitations
of motivated reasoning
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We can achieve zero falsehoods 
Probes & other white-box
methods can eliminate falsehoods
and detect explicit scheming

We should deploy those methods

We should start treating motivated
reasoning as a systematic threat,
not as isolated occurences

Chris Cundy FAR.AI Frontier Summit Presentation

We can get zero falsehoods. We can get to models not explicitly scheming. We should do
that, it would be stupid not to at this point; many incidents have occurred due to not
doing the simple stuff right. 

But we also need to think about how to deal with motivated reasoning as a systemic issue,
not just as isolated one-offs.
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We can solve
explicit scheming. It
might not matter.
Claim: White-box methods can detect
explicit scheming extremely accurately. This
doesn’t matter if models do the wrong thing
unknowingly (motivated reasoning).

Chris Cundy FAR.AI Frontier Summit Presentation

First claim is that AI systems can deceive and do deceive
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